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Abstract
Text based passwords are the most widely used
authentication
mechanism
in
multiuser
environment. Creating strong password is often a
difficult task for users. Multiuser environments
employ some password composition policy for
users, which require a password containing
alphabets (both lowercase and uppercase),
numerical digits and special symbols. These
policies become obstacle for users in creating good
password that satisfies the specific policy. Users
favor memorability factor without considering its
security against an attacker. Memorability is
important because if a user forgets password then
usability of the system decreases.
The proposed system enhances the security
by implementing the locking mechanism wherein
the user’s account gets locked on three consecutive
failure attempts. The additional security plug-in
feature is that this application would warn the user
after two failed attempts of login by personally
notifying the user through the SMS mode, thus
alerting the user. The other methods of generating a
password when a user forgets his/her password
would include two methods and authentication is
done by implementing the concept of database
management.
*Sending a reset link to user mail
*Generation of Random password’s.
The admin user would create, modify or delete the
existing password of a user (if required). The user
would have an option to change or reset his/her
password if necessary.
Keywords: Web Security, Memorability

Introduction
Creating strong password is often a difficult
task for users. Multiuser environments employ
some password composition policy for users, which
require a password containing alphabets (both
lowercase and uppercase), numerical digits and
special symbols. These policies become obstacle for
users in creating good password that satisfies the
specific policy. Users favor memorability factor
without considering its security against an attacker.
Memorability is important because if a user forgets
password then usability of the system decreases.
The proposed system would include 3
methods of generating a password when a user
forgets his/her password and authentication is done
by implementing the concept of database
management.

*Sending a reset link to user mail.
*generation of Random password’s.
The admin user would create, modify or delete the
existing password of a user (if required). The user
would have an option to change or reset his/her
password if necessary.

We can get any information about the process
online, because it is a web-based application.
Convenient reports also could be generated because
of the ASP.Net coding used in the project. The
system is user friendly with tree view controls,
customized Grid views, Text Boxes etc. Since The
Database is SQL Server Express Edition, a powerful
open-source database.
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Literature Survey
Existing System:
 The existing system manually generates
password for the users.
 Random password generation is rarely
implemented in the present system.
 In the existing system the passwords are
managed manually which is complex and
not secure. Moreover this is not user friendly
and time consuming. There is no mailing
feature for sending passwords and reset links
to the user.
Proposed System







A random password is generated by
inserting random digits and special symbols
in a randomly chosen word.
An admin has special privileges to reset or
generate random password including
authentication.
Security factor is given more priority when
compared to memorability factor.
In the proposed system the generation of
passwords (in case if the user forgets) is
implemented automatically in two ways
without manual interaction.
->Generation of random password
->Sending reset link to user’s mail
It also includes the mailing feature and we
can also improve the password strength.
Security features are enhanced by using
Cryptography features by implementing
hash algorithms like SHA1.

Requirement Specifications:
The software requirement specification is
produced at the culmination of the analysis
task. The function and performance
allocated to software as part of system
engineering are refined by establishing a
complete information description, a
representation of system behavior, an
indication of performance requirements and

design constraints, appropriate validation
criteria, and other information pertinent to
requirements. The introduction of the
software requirements specification states
the goals and objectives of the software,
describing it in the context of the computerbased system. Actually the introduction may
be nothing more than the software scope of
the planning document.
The information description provides
the detailed description of the problem that
the software must solve. Information
content, flow and structure are documented.
Hardware, software and the human
interfaces are described for the external
system elements and internal software
functions.
Validation criteria are probably the
most important and, ironically the most
often neglected section of the software
requirement specification. Specification of
validation criteria acts as an implicit review
of all other requirements, it is essential the
time and attention be given to the section. In
many cases the software requirements
specification may be accompanied by an
executable prototype, a paper prototype or a
preliminary user’s manual. The preliminary
user’s manual presents the software as a
black box. That is, heavy emphasis is placed
on user input and the resultant output. The
manual can serve as a valuable tool for
uncovering problems at the human/machine
interface.
Software specifications:
The software requirement specification is
conducted by both the software developer
and the customer. Because the specification
forms the foundation of the development
case, extreme care should be taken in
conducting the review. The review is first
conducted in the macroscopic level; that is,
reviewers attempt to ensure that the
specification is complete, consistent and
50
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accurate when the overall information,
functional and behavioral domains are
considered. However, to fully explore each
of these domains, review becomes more
detailed, examining not only broad
descriptions but the way in which
requirements are worded.
The software requirement specification is
developed as a consequence of analysis.
Review is essential to ensure that the
developer and the customer have the same
perception of the system. Unfortunately,
even with the best of methods, the problem
is that the problem keeps changing.
Hardware Requirements
The selection of hardware is very important
in the existence and performance of any
software. The size and capacity are the main
requirements. Generally, The Hardware
Requirements include System Configuration
such as processor, Hard Disk, RAM, Input
Devices. The typical Web Server must have
the following specifications for good
performance:
Processor
: Intel Core 2 Duo or above
Hard Disk : 160 GB
RAM
: 1 GB or Above

Software Requirements
The software requirements specification is
produced at the end of the analysis task.
Software requirement is a difficult task, only
decided after testing whether it fits the
requirements.
Server-Side Requirements:
Operating System
: Windows 7
Technology
: Microsoft Visual
studio2010
Coding languages
: C#.NET, ASP.NET
Web server
: Internet
Information Server (IIS)
Back End
:
SQL Server
Express Edition
Client-Side Requirements:

Operating System
: Win XP and above
Web Browser
: Any Web Browser
like Internet Explorer, Mozilla Firefox etc.
Performance Requirements
Performance is measured in terms of the
output provided by the application. The
throughput is good. Conversion of a table to
another database takes lesser time. Cost for
maintaining the databases is drastically
reduced.
Feasibility Study
The next step in analysis is to verify the
feasibility of the proposed system. “All
projects are feasible given unlimited
resources and infinite time“. But in reality
both resources and time are scarce. Project
should confirm to time bounce and should
be optimal in their consumption of
resources. It is wise to think about the
feasibility of any problem we take on.
Feasibility is the study of impact, what
happens in the organization by the
development of a system. The impact can be
either positive or negative. When the
positive dominates the negative, then the
system is considered feasible. Here the
feasibility study can be performed in three
ways such as technical feasibility, economic
feasibility and operational feasibility.
Technical Feasibility
We can strongly say that it is technically
feasible, since there will not be much
difficulty in getting required resources for
the development and maintaining the system
as well. All resources needed for the
development of the software as well as the
maintenance of the same is available. Here
we are utilizing the resources, which are
already available.
Economic Feasibility
Development of this application is highly
economically feasible. We need not spend
much money for the accomplishment of the
project since the resources needed for the
51
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development of the system is already
available. The only thing to be done is
making an environment for the development
with an effective supervision. If we are
doing so, we can attain the maximum
usability of the corresponding resources.
Therefore the system is economically
feasible.
Operational Feasibility
The proposed system is beneficial if and
only if they can be turned into a system that
will meet the operating requirements. The
best feasibility asks if the system will work
when it is developed and installed. The
purpose of the operational feasibility study
is to determine whether the new system will
be used if it is developed and implemented.
The proposed system will be used frequently
since it satisfies all the communication
needs, hence operational feasibility is
assured.
Analysis and Design
System design is the process of defining the
architecture, components, modules, interfaces, and
data for a system to satisfy specified requirements.
One could see it as the application of systems
theory to product development. There is some
overlap with the disciplines of systems analysis,
systems architecture and systems engineering.
Software design sits at the technical kernel
of the software engineering process and is applied
regardless of the development paradigm and area of
application. Design is the first step in the
development phase for any engineered product or
system. The designer’s goal is to produce the model
or representation of an entity that will later be built.
Beginning, once a system requirement have been
specified and analysed, system design is the first of
the three technical activities – design, code and test
that is required to build and verify software.
The importance can be stated with a single
word “Quality”. Design provides us with
representations of software that can access for
quality. Design is the only way that we can
accurately translate a customer’s view into a

finished software product or system. Software
Design servers as a foundation for all the software
engineering steps that follow.
During design, progressive refinement of
data structure, program structure and procedural
details are developed reviewed and documented.
System design can be viewed from either technical
or project management perspective. From the
technical point of view, design is comprised of four
activities- data structure design, interface design
and procedural design.
System architecture

Fig3.1: System architecture
Modules:
1. Admin Login Module: It is authenticated
from the database. The Admin user can
create users online and he can even edit or
delete these users. He can even view the
reports of students. Administrator also
contains an Inbox in which, it contains all
the requests send by the faculty to admin.
2. Student Registration Module: This module
helps in users to get registered account. The
Student user is can use these resources
online or offline by downloading or playing
them in the website. The students can give
an online request to a particular faculty for
any new upload of course material or videos.
The students also view the reports generated
by the faculty.
3. Database Module: In this module we use
SQL server database for storage.
Data Flow Diagram (DFD):
52
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A DFD shows the flow of data
through a system. It views a system as a function
that transforms the inputs into desired outputs. Any
complex system will not perform this
transformation in a "single step", and a data will
typically undergo a series of transformations before
it becomes the output. The agent that performs the
transformation of data from one state to another is
called a process (or a bubble). So a DFD shows the
movement of data through the different
transformation or process in the system.
DFDs are basically of 2 types:
Physical and logical ones. Physical DFDs are used
in the analysis phase to study the functioning of the
current system. Logical DFDs are used in the design
phase for depicting the flow of data in proposed
system.

UML DIAGRAMS
UML is the international standard notation
for object-oriented analysis and design. The Object
Management Group defines it. The model abstracts
the essential details of underline problem from its
usually complicated real world. Several modelling
tools are wrapped under the heading of the UML,
which stands for Unified Modelling Language.
OVERVIEW OF UML:
The UML is a language for
 Visualising
 Specifying
 Constructing
 Documenting
Relationships in the UML:
There are four kinds of relationships in the UML
 Dependency
 Association
 Generalisation
 Realisation
Dependency: This is a relationship between two
classes whenever one class is completely dependent
on the other class. Graphically the dashed line
represents it with arrow pointing to the class that is
being depended on.

Association: It is a relationship between instances
of the two classes. There is an association between
two classes if an instance of one must known about
the other in order to perform its work. In a diagram,
an association is a link connecting two classes.
Graphically it is represented by a line.

Fig3.5: Student-Level DFD

Generalization: An inheritance is a link indicating
one class is a super class of the other. A
generalization has a triangle pointing to the super
class. Graphically it is represented by line with a
triangle at end as shown
53
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4. Realization: In UML modeling, a realization
relationship is a relationship between two model
elements, in which one model element (the client)
realizes (implements or executes) the behavior that
the other model element (the supplier) specifies. A
realization is indicated by a dashed line with an
unfilled arrowhead towards the supplier.

Aggregation:
The association relationship one class is
connected to two or more related classes which
specify a one-many relationship.
Multiplicity:
The association relationship indicates that (at least)
one of the two related classes makes reference to
the other. In contrast with the generalization
relationship, this is most easily understood through
the phrase 'A has a B' (a mother cat has kittens,
kittens have a mother cat). The UML representation
of an association is a line with an optional
arrowhead indicating the role of the object(s) in the
relationship, and an optional notation at each end
indicating the multiplicity of instances of that entity
(the number of objects that participate in the
association).
Multiplicity Notation
No instances,
(optional, may)
0..1
1
0..*
1..*

or

one

A class diagram is a type of static structure
diagram that describes the structure of system by
shadowing the systems classes, their attributes,
operations (or methods), and the relationship among
the classes.The class diagram is the main building
block of object oriented modeling. It is used both
for general conceptual modeling of the systematic
of the application, and for detailed modeling
translating the models into programming code. The
classes in a class diagram represent both the main
objects and or interactions in the application and the
objects to be programmed.
A class with three sections is:
 The upper part holds the name of the class
 The middle part contains the attributes of the
class
 The bottom part gives the methods or
operations the class can take or undertake.

Admin
+username: String
+password: String
+login()
+Creating user accounts()
+accepting user accounts()
+logout()

instance

Exactly one instance
Zero or more instances
One or more instances (at least one).

student
+user name
+Email
+password
+Register()
+login()
+accesing files()
+send request()
+forgot password()
+request for unlocking()
+receiving random password()
+logout()

Administrator
+user name
+password
+creating user accounts()
+accepting requests()
+create and edit the website()
+editing ,deleting the files()
+enabling the locked accounts()
+sending reset links,random password()
+logout()

Fig3.7: Class Diagram
3.4.1 Class Diagram:

3.4.2 Use Case Diagram
54
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The Use Case model captures the interaction of the
system with other external entities. Use case
diagrams model the functionality of a system using
actors and use cases. Use cases are services or
functions provided by the system to its users. Use
case diagram generally show groups of use cases –
either al use cases for the complete system, or a
breakout of a particular group of use cases with
related functionality. A use case diagram is
typically used to communicate the high level
functions of the system and system scope.

which the messages are sent. Sequence diagrams
describe interactions among classes in terms of an
exchange of messages over time.

Admin

Web server

student
1 : login()

2 : verify login()
3 : Grant access()

4 : register()

creating login for users

5 : create account()
create,edit the website

Administrator

6 : Student login()
7 : verify login()

view the request sent by students & faculty

8 : grant access()
add/delete files,videos,photos

9 : download files,videos,photos()
enabling the locked accounts

10 : logout()
11 : forhot password()

12 : send request to regenerate password()
13 : send reset link()
register

login

accesing files,videos,notes,photos

forgot password
student

14 : request for random password()
15 : generate random password()

16 : lock the account()

request for new password

request for unlocking account

receiving random password

17 : request for enabling the account()

18 : checking & unlocking the account()
19 : logout()

Fig3.9: Student Use Case Diagram

3 Interaction Diagram:
Sequence Diagram show a detailed flow for
a specific use case or even just part of a specific use
case. A sequence diagram has two dimensions: the
vertical dimension shows the sequence of
messages/calls in the time order that they occur, the
horizontal dimension shows the object instances to

Fig4.0: Interaction Diagram
Activity Diagram:
Activity diagram is another important
diagram in UML to describe dynamic aspects of the
system. Activity diagram is basically a flowchart to
55
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represent a flow from one activity to another
activity. The activity can be described as an
operation of the system. So the control flow is
drawn from one operation to another. This flow can
be sequential, branched or concurrent. Activity
diagram deals with all type of flow control by using
different elements like fork,join etc.

Student

Component Diagram:
Component Diagram displays the high level
packaged structure of the code itself. Dependencies
among components are shown, including source
code components, binary code components, and
executable components. Some components exist at
compile time, at link time, at run times well as at
more than one time

Admin

Web Server

Student

Register

Login
Login failure

Fig4.2: Component Diagram
Access files

7 Deployment Diagram:
forgot password

Request for reset password

Deployment Diagram displays the configuration of
run-time processing elements and the software
components, processes, and objects that live on
them. Software component instances represent runtime manifestations of code units

Request for generating random password

web server
request to unlock account

Data base

Receiving generated passwords from admin

Logout

student_name
admin

Fig4.3: Deployment Diagram
Fig4.1: Activity Diagram
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Software Descriptions:
.Net Technology:
Microsoft Visual Studio is the main Integrated
Development Environment (IDE) from Microsoft. It
can be used to develop console and GUI
applications along with Windows Forms
applications, web sites, web applications, and web
services in both native codes as well as managed
code for all platforms supported by Microsoft
Windows, Windows Mobile, .NET Framework,
.NET Compact Framework and Microsoft Silver
light. Visual Studio includes a code editor
supporting IntelliSense as well as code refactoring.
The integrated debugger works both as a sourcelevel debugger and a machine-level debugger. Other
built-in tools include a forms designer for building
GUI applications, web designer, class designer, and
database schema designer. Visual Studio supports
languages by means of language services, which
allow any programming language to be supported.
Built-in languages include C/C++ (via Visual C++),
VB.NET (via Visual Basic .NET), and C# (via
Visual C#).
It also supports XML/XSLT, HTML/XHTML,
JavaScript and CSS. Language-specific versions of
Visual Studio also exist which provide more limited
language services to the user. These individual
packages are called Microsoft Visual Basic, Visual
J#, Visual C#, and Visual C++.
What is ASP?
 ASP stands for Active Server Pages
 ASP is a program that runs inside IIS
 IIS stands for Internet Information Services
 IIS comes as a free component with
Windows 2000
 IIS is also a part of the Windows NT 4.0
Option Pack
 The Option Pack can be downloaded from
Microsoft
What is an ASP File?
 An ASP file is just the same as an HTML
file
 An ASP file can contain text, HTML, XML,
and scripts

 Scripts in an ASP file are executed on the
server
 An ASP file has the file extension ".asp"
How Does ASP Differ from HTML?
 When a browser requests an HTML file, the
server returns the file
 When a browser requests an ASP file, IIS
passes the request to the ASP engine. The
ASP engine reads the ASP file, line by line,
and executes the scripts in the file. Finally,
the ASP file is returned to the browser as
plain HTML
What can ASP do for you?
 Dynamically edit, change or add any content
of a Web page
 Respond to user queries or data submitted
from HTML forms
 Access any data or databases and return the
results to a browser
 The advantages of using ASP instead of CGI
and Perl, are those of simplicity and speed
 Provide security since your ASP code
cannot be viewed from the browser
 Clever ASP programming can minimize the
network traffic.
SQL Server - SQL Server 2008:
SQL Server 2008 also includes support
for structured and semi-structured data, including
digital media formats for pictures, audio, video and
other multimedia data. In current versions, such
multimedia data can be stored as BLOBs (binary
large objects), but they are generic bitstreams.
Intrinsic awareness of multimedia data will allow
specialized functions to be performed on them. SQL
Server 2008 can be a data storage backend
for different varieties of data: XML, email,
time/calendar, file, document, spatial, etc. as well as
perform search, query, analysis, sharing, and
synchronization across all data types.
Other new data types include specialized date and
time types and a spatial data type for locationdependent data. Better support for unstructured and
semi-structured data is provided using the
new FILESTREAM data type, which can be used to
57
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reference any file stored on the file
system. Structured data and metadata about the file
is stored in SQL Server database, whereas the
unstructured component is stored in the file system.
Such files can be accessed both via Win32 file
handling APIs as well as via SQL Server using TSQL; doing the latter accesses the file data as a
BLOB.
Edition
Microsoft makes SQL Server available in multiple
editions, with different feature sets and targeting
different users. These editions are
Mainstream editions
Datacenter - SQL Server 2008 R2 Datacenter is the
full-featured edition of SQL Server and is designed
for datacenters that need the high levels of
application support and scalability. It supports 256
logical processors and virtually unlimited memory.
Comes with StreamInsight Premium edition. The
Datacenter edition has been retired in SQL Server
2012, all its features are available in SQL Server
2012 Enterprise Edition
Enterprise - SQL Server Enterprise Edition includes
both the core database engine and add-on services,
with a range of tools for creating and managing a
SQL Server cluster. It can manage databases as
large as 524 petabytes and address 2 terabytes of
memory and supports 8 physical processors. SQL
Server 2012 Enterprise Edition supports 160
physical processors
Standard - SQL Server Standard edition includes
the core database engine, along with the stand-alone
services. It differs from Enterprise edition in that it
supports fewer active instances (number of nodes in
a cluster) and does not include some highavailability functions such as hot-add memory
(allowing memory to be added while the server is
still running), and parallel indexes.
Web - SQL Server Web Edition is a lowTCO option for Web hosting.
Business Intelligence - Introduced in SQL Server
2012 and focusing on Self Service and Corporate
Business Intelligence. It includes the Standard
Edition capabilities and Business Intelligence tools:
PowerPivot, Power View, the BI Semantic Model,

Master Data Services, Data Quality Services and
xVelocity in-memory analytics.
Workgroup - SQL Server Workgroup Edition
includes the core database functionality but does not
include the additional services. Note that this
edition has been retired in SQL Server 2012.[45]
Express - SQL Server Express Edition is a scaled
down, free edition of SQL Server, which includes
the core database engine. While there are no
limitations on the number of databases or users
supported, it is limited to using one processor, 1 GB
memory and 10 GB database files (4 GB database
files prior to SQL Server Express 2008 R2). It is
intended as a replacement for MSDE. Two
additional editions provide a superset of features not
in the original Express Edition. The first is SQL
Server Express with Tools, which includes SQL
Server Management Studio Basic. SQL Server
Express with Advanced Services adds full-text
search capability and reporting services.
Specialized editions
Azure - Microsoft SQL Azure Database is
the cloud-based version of Microsoft SQL Server,
presented as software as a service on Azure
Services Platform.
Compact (SQL CE) - The compact edition is an
embedded database engine. Unlike the other
editions of SQL Server, the SQL CE engine is based
on SQL Mobile (initially designed for use with
hand-held devices) and does not share the same
binaries. Due to its small size (1 MB DLL
footprint), it has a markedly reduced feature set
compared to the other editions. For example, it
supports a subset of the standard data types, does
not support stored procedures or Views or multiplestatement batches (among other limitations). It is
limited to 4 GB maximum database size and cannot
be run as a Windows service, Compact Edition must
be hosted by the application using it. The 3.5
version
includes
support
for
ADO.NET
Synchronization Services. SQL CE does not support
ODBC connectivity, unlike SQL Server proper.
Developer - SQL Server Developer Edition includes
the same features as SQL Server 2012 Enterprise
58
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Edition, but is limited by the license to be only used
as a development and test system, and not as
production server. This edition is available to
download by students free of charge as a part
of Microsoft's DreamSpark program.
Embedded (SSEE) - SQL Server 2005 Embedded
Edition is a specially configured named instance of
the SQL Server Express database engine which can
be accessed only by certain Windows Services.
Evaluation - SQL Server Evaluation Edition, also
known as the Trial Edition, has all the features of
the Enterprise Edition, but is limited to 180 days,
after which the tools will continue to run, but the
server services will stop.
Fast Track - SQL Server Fast Track is specifically
for enterprise-scale data warehousing storage and
business intelligence processing, and runs on
reference-architecture hardware that is optimized
for Fast Track.
LocalDB - Introduced in SQL Server Express 2012,
LocalDB is a minimal, on-demand, version of SQL
Server that is designed for application developers. It
can also be used as an embedded database.
Parallel Data Warehouse (PDW) - A massively
parallel processing (MPP) SQL Server appliance
optimized for large-scale data warehousing such as
hundreds of terabytes.
Datawarehouse Appliance Edition - Pre-installed
and configured as part of an appliance in
partnership with Dell & HP base on the Fast Track
architecture. This edition does not include SQL
Server Integration Services, Analysis Services, or
Reporting Services.

Implementation
Introduction
Implementation literally means to put into effect or
to carry out. In the system implementation phase,
the software deals with translation of the design
specifications into source code. The ultimate goal of
the implementation is to write the source code and
the internal documentation so that it can be verified
easily. The code and documentation should be
written in a manner that eases debugging, testing
and modification. System flow charts, simple run on
packages, sample output etc., is part of the
implementation.
An effort was made to satisfy the following goals in
order:
 Clarity and simplicity of the code
 Minimization of Hard Coding
 Minimization of the amount of memory used
 Thorough phased implementation has been
done so that we can use our proposed system
correct
5.2 Database Implementation:
student_details table:
Description: This table is used to store student
details.
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Simulation & Results

users to manage their passwords
security and privacy.

in terms of

Snapshots included at the end of Document
References
Conclusion
The analysis of this project, which has 2 modules is,
There are three user-levels namely, admin and
Student users. These three levels of users would
precisely organize the online password management
very effectively as all the three users are involved in
managing the software in an orderly fashion.
To design the background support for the Online
password Management System, UML Diagrams are
used and included in the documentation, which
include use case diagrams, sequence diagram, class
diagrams, and activity diagrams.
User-friendly screens are provided. It has
been efficiently developed to handle simultaneous
traffic from students at a time. It has been
thoroughly tested and implemented. Reports about
the Faculty list, department list and Student list who
have registered in the website with complete details
along with email addresses and admission number.
The complete list of students enrolled also can be
obtained as report. The data security checks are
made to prevent unauthorized access by other users
and a SHA1 algorithm has been included in the
web.config file, by providing encryption to the
usernames and passwords used by the Administrator
and other users. The system is user friendly by
providing tree view, grid view, customized
textboxes, validations etc. Since database supports
multiple users and fully normalized, it is best suited
for .NET application like this.
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Scope for Future Enhancements:
Our project is developed as an Intranet
based application for an organization. In Future, this
project could be developed as an internet based web
application where it would be available for all the
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Simulation and Results:
Snapshot of login module – Admin login
and student login

Fig5.2: Snapshot of Registration module
Snapshot of Login to student account

Forgot Password:
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Snapshot Random Password:

Fig5.4: Snapshot of Forgot password page showing
three methods
Reset link :

Fig5.5: Snapshot of Reset-Link page.
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Snapshot of Unlocking password

Fig5.6: Snapshot of random password generation
page

Fig 5.7 Admin’s login- Page containing list of
locked users and registration requests.
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